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Fear not! Techno-speak decoded!
Youth use of online communication is 

presenting many new parenting challenges. 
This workshop will focus on equipping those 
who care for youth with the tools to deal 
with these. Topics will include; web 101, 

emerging trends in online youth culture, high 
risk activities online, the nature of sexual 
exploitation in cyberspace, and internet 

safety tips and resources. This workshop will 
NOT be boring! 



Outline
evaluation form 

web 101                      (9-9:45)

**video***                   (9:45-10:30)

break                          (10:30-10:45)

forms of exploitation online  and 

what to do                   (10:45-11-45)

handouts and resources

evaluation form             (11:45-12)



WEB 101
history

overviews of online use by youth

ways to go online

tools that interface with online culture - 
ipods, downloading music off the web, 
webcams, digital camera phones, stats,stats

spaces . communities, cultures levels of the 
web to ‘be’ in (teen sites, online communities, 
pedo communities, online games, nexopia)



History of the Web

invented by the US army in 1969...

1994 html began the www

1999, 100% of Can. schools and libraries 
online

2005 - 94% of youth have internet access at 
home 



Ipso Reid Report 2005
according to an Ipso Reid Report release in 
Toronto in August of 2005,

all age internet use up 46 % over 2002 
engagement

18-34 year old internet users spend 14.7 hours 
online a week; 3 more than t.v.

"younger Canadians are spending more time 
online than watching t.v." … this has… 
"significant implications for advertisers and 
marketers".

advertisers are advised to switch from "age of  
interruption to the age of engagement" 

if them then why not us????



Young Canadians in a 
Wired World; Phase II, 

(5,272 youth grades 4-7, focus groups with parents).

parents surveyed in 2003 “universally complained that their children are 
wasting their time online chatting and playing games” 

youth  “Java script as an item in the Canadian Charter of Rights and Freedoms”,

strengthening their communities

spending time in very commercialized spaces

giving out too much information about themselves

are concerned about offensive content and the amount of porn they see

parents/youth advocates’ roles; rules, supervision and education DO have an 
effect



Ways to Go Online and 
Where to Get to....



(most) Adults’ Internet 
Use....

is web browser or email application 
based.....

is basic exchange of information type 
activities.....



Email ...



Research



Shopping



Online Banking



Classified Ads….



INDIGENOUS Citizens of 
Cyberspace ... aka Social Network

SOCIALIZING 

registration sites

mmorpgs / gaming consoles

cellphones

downloading to external (mp3’s)

msn and chatrooms

Blogs – live journals

Nexopia - online communities 



Socializing
majority of online experiences are positive

bullying online (via online or cell phone) has new dynamics and scope than 
previously school yard limited bullying

youth report that parental expectation make an impact

60% pretend to be someone else online (Experimentation with identity 
“exploring sexual and other roles outside the family is a natural part of 
growing up).

79% of youth have never met an online acquaintance face to face and of 
those, 72% report it being a good experience

29% bad experiences; 3% sexual and 2% violent

adults can not overreact to sexualized material with prohibitions or 
technical fixes, but provide information about content so youth can make 
informed decisions



Registration Sites
market-research information (ycww)

90% of top 50 sites have registration 
requirement

first/last name; age; gender; email addy. 
Postal code

Over 50% provide accurate information

Privacy policies are not understood 
because they are written at university 
comprehension levels



Top 10 Favourite Sites
addicting Games (games) ! !             !                 18.2 

miniclip (games)  ! !         ! !                         16.3 

neopets (virtual pet site) ! ! !                          9.8

 eBaumsworld (jokes, photos, animation)                     5.7 

newgrounds (flash animation, jokes) !!                    4.2 

runescape (an online game) !! !                            4.2 

candystand (games) ! ! ! !                             3.7 

funnyjunk (humour: jokes, photos, animation)                3.7 

YTV TV (channel info, games) !! !                      3.3

 launch (streaming radio) ! ! !                            3.3 



Top 50 Favourite Sites

boys prefer sports and gaming sites

girls prefer social network and music sites

top 50 sites represent  one half of all 
choices; 50/50 were commercial and sold 
product, reinforced branding or advertised to 
youth   



Neopets



Commercialization of 
online space

Candystand.com incorporates images of 
Lifesavers

Neopets.com has a Disney Theatre with their 
movies and games

majority of youth don’t see the marketing or 
critically question branded products



MMORPG’s -Online 
Gaming Sites.....

runescape, sherwood, everclear or second life

gaming - Grade 4 girls 54% / boys 78% (this 
declines by grade 11 (9% girls and 38% boys)



and....

game consoles

cell Phones

17% cell phone cameras

 for text messaging 56% text message

for web browsing 44% use them to surf 
the web



and Songs

music - 41% girls and 37% boys.

youth access to mp3 players, iPods etc.



MSN and Online Interaction 

MSN / IM - 
62% of girls and 
43% of boys

22% have web 
cams

chat rooms 



“The Internet offers young people an 
environment where they feel 

anonymous and invisible.”

in this environment, the majority of kids, 59 
percent, report that they have assumed 
some different online identity. Among this 
group: 

• 52 percent have pretended to be of a 
different age. 

• 26 percent have pretended to have 
different personality characteristics. 



Online Language ies

pig latin

netlingo.com



Blogs



Nexopia.com



Kelowna, 
14-15, 

drinking, 
bi-sexual 



Results



I enjoy: Marijuana,Alocohol,Parties at 
the top of the hill or my plizace,hangin 
with the tumbler ridge creww,trying to 
play hackee sack with the boyyz in front 
of Vinnies,watching kegan and lance ride 
shopping carts down the road, all the 
good times at pot point, all the beer 
drinkin behind the liquor store, all the 
fun walks home with the boyyz,small 
gatherings at pplz housing,doing 
whatever it was we did in mechanics 
class with the boyyz: 
DR,DK,JM,CC,TC,BH,CM >>all the drinkin 
timez with dotzy && the high times 
with him and going back to the inn 
having a thing of cheesecake sittin there 
ready to munch, the big night out on the 
town,walking in the rain or snow at just 
the perfect temperature,goin to flatbed 
falls with BB&&KP,all those fun times in 
the summer in TR,sneakin out ta Calvins 
out door parties,my house party/such a 
fun night December 3rd/o5', high with 
SF<>>>>>>>>

Kelowna 



Pentiction…..





***VIDEO***



second half.....

forms of exploitaiton online

what to do

resources and handouts



Forms of Exploitation Online
what youth report

the permanence and unreliability of digital 
images

exposure and access to material 
potentially harmful

misuse of information made available 
through the web

grooming, luring and recruitment 

youth unclear on virtual vs. physical 

promotion of abusive behaviours



B.C.Youth Stats; 
McCreary

The McCreary Centre Society, 
Adolescent Health Survey, 2004 
reported that "about 15% of 
students (surveyed) said the had 
been in contact with a stranger 
on the Internet who made them 
feel unsafe" (pg. 35). 

Girls were 3 times more likely to 
report feeling unsafe, (23% girls, 
and 7% boys).  



Cop in Ireland who said…. "I used to have to say 

Mrs.. Brown, Mr.. Jones down the street has abused 
your son Tommy. We're charging him, Tommy will 
have to testify and we will help you get to support 
services to assist you through this difficult time' ".



"Now I have to say…

'Mrs. Brown, Mr. Jones down the street has abused your son Tommy and recorded 
the abuse in a series of 45 pictures that he has uploaded to the internet where it 
is becoming part of a worldwide collection of images of sexually assaulted children.

Do you want to see the pictures? 

Do you not want to see the pictures? "

If we ask Tommy about these pictures and he denies anything happened… 

we may have to show Tommy the pictures so he can ‘remember’. 

We have concerns that these images may be traumatic for him to view, not 
because he appears violated, but because he appears to be participating very 
happily.

We will never be able to guarantee Tommy that he won't be recognized for the 
rest of his life by individuals who have viewed these pictures online and may bump 
into him at the grocery store or library.



Ever consider 
what COULD 
happen to the 
pix in your 

profile?



Bush



Artist



Footy?



Mini ?



Girl?



Shrek



Sexy Girls



Exposure to Extreme 
Material....

peer-2-peer material available

beyond sexual development

sexual development affected by 
pornography?

trauma inducing materials - snuff etc.





My experiences trying to find a sample 
to show you…

3 clicks away from …. 

german Shepard and woman

full on porn

prepubescent girl and two grown men

degraded disassociated girls and large men



Youth viewing porn…
25 – 30% of all those caught in New 
Zealand by the Department of Internal 
Affairs/ Censorship Compliance trading 
illegal images of child pornography have 
been adolescent males. 

Material now available to adolescent males 
is unimaginably more graphic, diverse and 
abundant than ever in history. (We're not 
talking about National Geographic and 
dad's Playboy anymore!)

Affects of viewing graphic, violent or illegal 
images on sexual development of young 
males is unknown.



Misuse of Information 
made Available through 

the Web

posted to websites, obtained with digital 
gadget



Childporn vs. child-prank



Offensive 
sites

Students in Grades 7 to 11 were asked 
whether they had visited certain 
“offensive” sites on purpose during the 
current school year. 

Overall: 

16 percent had visited porn sites. 

18 percent had visited violence or gore 
sites. 

 12 percent had visited gambling sites. 

9 percent had visited adult chat rooms. 

5 percent had visited hate sites (e.g. those 
dealing in racial or religious hatred). 

34 percent had visited at least one of the 
above types of site. 



Sexual and Violent 
Content

of top 50 sites; 28% have violent content, 
32% have sexual content

eBaumsworld (humour site), Newsgrounds 
(multimedia site), Piczo (image site)

Nexopia and doyoulookgood and 
ratemybody most popular among grade 
8-11 girls

91% of youth do NOT intentionally seek 
out adult content



Online Predators



“According to his MySpace page, the 41-
year-old San Bruno, California, resident is 
single, a Sagittarius, a nonsmoker and 
nondrinker, and counts an online stripper 
among his six friends. But California's online 
database of registered sex offenders offers 
a different profile of the same man: 
convictions for forced sodomy, oral sex and 
"lewd and lascivious acts" -- all with a 
person under the age of 14.”

Wired Magazine, April 18, 2006

Wired Mag Quote



National Juvenile Online 
Victimization Study, 2005

Study of "internet initiated sex crimes 
against children"

Finklehor "changing patterns of exploitation" 
away from late 90's stereotype of older men 
tricking youth into meeting and then sexually 
assaulting. New research indicates youth 
know men are older;deception is not the key 
element-seduction is; month long love affairs 
prior to f-2-f.



Youth unclear on Virtual 
vs. Physical 

multiple reps of self

identity experimentation 
in a technological context



“The Internet offers young people an 
environment where they feel 

anonymous and invisible.”

In this environment, the majority of kids, 59 percent, report 
that they have assumed some different online identity. Among 
this group: 

• 52 percent have pretended to be of a different age. 

• 26 percent have pretended to have different personality 
characteristics. 

• 24 percent have pretended to have abilities they do not 
really have. 



`
Conversation between 13 year old girls msn’ing ‘darcy’ a guy she’s known for years and 
who is on her buddy list;

Start Time: 11:28:43 PM; End Time: 11:48:44 PM

++Hatzicgirl<--Just Sad-->(8)Hiding away from the stupid questions..(8) says: (11:28:47 
PM)

hey

exotica, `101007 says: (11:28:59 PM)

sup yo?

exotica, `101007 says: (11:29:03 PM)

i hate u

exotica, `101007 says: (11:29:07 PM)

i know were u live

exotica, `101007 says: (11:29:11 PM)

i wanna come rapew uy



Con’t exotica, `101007 sent you a wink which requires the latest 
version of MSN Messenger. 

exotica, `101007 says: (11:29:42 PM)

and make u teabag me

++Hatzicgirl <--Just Sad-->(8)Hiding away from the stupid 
questions..(8) says: (11:30:35 PM)

hey darcy?

exotica, `101007 says: (11:30:53 PM)

who?



Grooming, Luring and 
Recruitment



Lanning work

Describes children who "consent" or cooperate in 
their sexual exploitation I.e. getting on the bus.

"it confuses us to see victims in child pornography 
giggling or laughing".

Priority on grooming and seduction techniques by 
predators. 

Results? Victims failing to disclose, distorted victim 
disclosures, lifetime of shame; offenders groom 
multiple victims; ineffective prevention programs. 

Role of compliant victims



 Police officer investigated for luring 
teens on web

By Monique Tamminga LangleyTimes Reporter Oct 28 
2005 

Hundreds of Langley teens regularly look at the popular 
website Nexopia. Langley RCMP are investigating one of 
their own members, for allegedly looking at the site and 
using it to lure children. No charges have been laid in the 
case yet, but the officer is suspended from duty for now.

A Langley RCMP officer arrested several months ago for 
accessing Internet child pornography was allegedly luring 
kids via the popular teen website Nexopia.While charges 



Richmond 
Girl



Changing dynamics of sex trade



Changing dynamics of sex trade

Sexually exploited youth not making ‘quotas’ are 
now being forced to perform online sex acts.



Promotion of Abusive 
Behaviours

anarchist’s cookbook online

reciepes for meth

drug abuse infromation



Instructional Sites…

“An individual who recently lost their partner 
to suicide has told us about an internet site 
from which her partner downloaded 
instructional material.  Apparently the site 
provides specific information about how to kill 
yourself in such a way as to cause the most 
distress for others, as well as specific 
techniques for actively blocking suicide 
intervention.”



What To Do...

learn about the Internet - you can’t role 
model something you haven’t done / Brazil

set boundaries

location of computer

offer support and information

refer them to credible sources



Learn about and use 
Online Environments
join an rpg/ msn or email each other
look at different kinds of RPG's with 
youth
share their online experiences - ASK!
interact with youth online - MSN 
together



Rules Make a Difference
Rules at home have a positive effect on 
youth online behaviour!

(especially for younger kids)

having a rule about meeting online 
acquaintances reduces the likelihood kids 
will, from 34 to 16%

kids more likely to break rules as they get 
older

boys less regulated than girls even though 
they are more likely to seek out porn 
violence and gore



signing up 
for online 
accounts

 
Suggestions for Signing up for Online Accounts 

 
 

The difference in online identities and off line identities is problematic.  (see “Be 

Somebody Else But Be Yourself At All Times: Degrees Of Identity Deception In Chatrooms”, 

http://www.once.uclan.ac.uk/idic.htm). 
 
In order to be able to have online accounts and be safe online at the same time, here 
are a few suggestions for both adults and youth about signing up for online accounts.  
 
Use these tips to construct an online identity and use it consistently! (Then you 
don’t have to make something different up every time.) 
 

1. First and Last Name  

• Avoid using your last name when ever possible. Assuming an online name 
can be as easy as using your first name twice or picking a fictional name. 
(i.e. Merlyn Merlyn, Bev Bev or Bugs Bunny). 

 
2. Email address 

• Set up an email address just for your online accounts. It can be either 
web-based, like hotmail or gmail, or set up an extra account with your 
internet service provider or network technician.  This email should not 
have any identifying information. (I.e. nothere@shaw.ca, 
nonone@hotmail.com or blahblah@gmail.com )  This is your junk email 
account. Use it to sign up for all of your online accounts and places where 
they require an email address but you don’t want to clutter up your 
personal or work email address.  

3. Gender 

• If you have to pick a gender be consistent. (I choose my physical one). 
 

4. Usernames and passwords  
• Usernames, identites, and passwords should include numbers as well as 

letters and should be different for all your online accounts. Yes, it is 
difficult, if not impossible to remember all the differenct accounts and 
numbers we need to but this can be handled a few different ways; 

i. Keep list on paper in your desk, purse or briefcase.  
ii. Or you can use software that will store your information securely! 

1. Here is a free Windows program click here - 
https://sourceforge.net/projects/passwordsafe/ 

2. For a Mac version, look for Password Retriever 5.1.5 here -

http://www.koingosw.com/products/passwordretr
iever.php.  



icra.org - online 
agreements

handout

missing pages - please down load from 
SOLOS website

www.safeonlineoutreach.com

http://www.safeonlineoutreach.com
http://www.safeonlineoutreach.com


Location of Computer

not in a bedroom

not in  private place

wireless laptops?

webcams unsupervised?



Offer Support and 
Information



Ed-U-Cation

Youth express a desire to learn more 
about

Kinds of information online

How to tell if online info is true

How to protect their identity online

Desire highest in grades 4-6



Refer them to credible 
sources



sexualityandu



Go ask Alice4



Centre for Addictions 
and Mental Health



healthy place



eating disorder recovery



peer support



suicide



encourage computer 
literacy in your schools

talk to your schools officials

raise the issue at your PACS



SOLOS homepage



workshop handouts



SOLOS Info

Thanks for Listening!!!

Merlyn Horton

Safe OnLine Outreach Society

www.safeonlineoutreach.com 

info@safeonlineoutreach.com

http://www.safeonlineoutreach.com
http://www.safeonlineoutreach.com
mailto:info@safeonlineoutreach.com
mailto:info@safeonlineoutreach.com

